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_________________________________________________________________________________________ 

Abstract: Due to the problems of dispersed business data, inconsistent regulatory interpretations and limited cross-domain 
modeling at the enterprise level, this paper puts forward a data governance model based on federated transfer learning and 
security auditing. The preprocessing stage adds salted pseudonymization, entity masking, rare-category pooling, 30-minute 
window aggregation, and lineage/access-log feature construction to ensure reproducibility without revealing raw records. 
The method builds metadata, lineage, access behavior and rule-hitting features locally in each business domain and 
achieves cross-domain knowledge transfer via transfer gating and alignment loss. At the same time, it records summary 
hashing, responsible parties, policy consistency and lineage continuity in audit quality scores, adds a risk-suppression 
aggregation mechanism, and synchronously links the model update process to the governance traceability process. 
Experiments are based on financial, procurement, logistics, sales and compliance data from a large local group from January 
2024 to December 2025. According to the results above, the proposed method achieves an AUC of 0.957, a macro-F1 score 
of 0.912, a recall of 0.926, and an audit trace completeness of 0.987. It is 2.1 and 2.3 percentage points higher than the 
best-performing comparative method. Extra imbalance, threshold-sensitivity and edge deployment tests show that the 
transfer gate reduces negative transfer in a 1:50 class imbalance, and audit-suppressed aggregation maintains real-time 
latency below 160ms under the tested edge configuration. Thus, cross-domain risk identification and strategy 
implementation can be achieved in a closed-loop manner without aggregating raw data, and a technical path for enterprise 
data governance that balances accuracy, compliance, and feasibility has been provided. A separate public HDFS log 
benchmark supplies a limited proxy stress test; it does not validate enterprise audit completeness or reproduce an accuracy 
advantage over FedAvg. 

Keywords: Enterprise data governance; federated transfer learning; security audit; cross-domain risk identification; 
traceable governance.  
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1. Introduction 

As enterprises have added more data assets to their business systems over time and begun working with various partners 
globally, the older model of centralized data governance has shown three prominent deficiencies. First, cross-domain flow 
of raw data increases the risk of privacy leakage, unauthorized access and compliance failure. Second, the different data 
patterns, label distributions and governance standards across business domains lead to poor cross-domain model migration. 
Third, although the governance action requires "auditability", most audits remain confined to post-event reviews and have 
failed to establish a closed-loop mechanism that integrates model training and policy implementation. Now, the problems 
of identifying cross-domain risks, coordinating policies and ensuring full traceability without centralizing raw data are 
urgent and need to be addressed in the intelligent upgrade of enterprise data governance. 

At present, the main problems of corporate governance are weak privacy protection and a gap between business 
semantics and audit responsibilities. A finance-domain access event, a procurement approval, a logistics delivery record 
and a compliance inspection may all describe the same risk chain but have different fields, labels and responsible parties. 
Therefore, a way is proposed to transfer reusable risk knowledge without altering local policy boundaries and to leave 
verifiable evidence. 

Determine whether the rare compliance violation occurs in a single area, and if so, whether there are insufficient labeled 
examples for a local model; otherwise, related access and lineage patterns from other areas may be used to enhance 

https://crossmark.crossref.org/dialog/?doi=10.32738/JEPPM-2026-0078&amp;domain=pdf&amp;date_stamp=2026-10-26
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detection by ensuring that the source policy has a compatible meaning. Ordinary federated averaging does not check for 
compatibility during updates. Transfer gates limit the use of unsuitable source knowledge, and audit evidence determines 
whether a participating update affects the shared model. 

The three main lines of research in the literature are not broad overviews of well-known concepts. Federated learning 
studies generalization, robustness, fairness, privacy attack surfaces and engineering defenses under non-independent and 
non-identically distributed data (Huang et al., 2024; Chen et al., 2025; Guembe et al., 2024). Data governance studies 
include stewardship, accountability allocation, metadata management, data quality control and lifecycle decision rights 
(Bernardo et al., 2024; Abraham et al., 2019; Khatri and Brown, 2010; Alhassan et al., 2018). Auditability and responsible 
AI studies further emphasize transparency, explainability, privacy protection, reliability, and organizational control in AI-
enabled audit practice (Li and Goel, 2025; Kokina et al., 2025; Papagiannidis et al., 2025). The above studies , design ideas 
for trustworthy distributed learning, but they generally handle model training, governance enforcement and audit evidence 
separately. 

Transfer-oriented studies explain why transfer learning is required in this case. One-shot federated transfer, fuzzy 
transfer under domain/category shifts, communication-efficient domain adaptation, federated graph transfer learning, and 
foundation-model-oriented federated transfer have shown that reusable representations can be shared even when the raw 
data are decentralized (Xiang et al., 2024; Li et al., 2024; Feng et al., 2025; Mai et al., 2025; Kang et al., 2025). Similarly, 
flexible federated learning frameworks and privacy-preserving industrial fault diagnosis studies have also applied similar 
ideas to reduce data heterogeneity among distributed equipment or organizations through lightweight communication and 
collaborative adaptation (Zeng et al., 2021; Shen et al., 2023; Guo et al., 2022). However, these studies do not convert audit 
evidence into a training-time constraint and thus cannot directly determine whether a risk decision is supported by complete 
evidence, consistent policy, continuous lineage and accountable responsibility mapping. 

Light-communication federated diagnosis shows how heterogeneous clients can cooperate with limited communication 
(Li et al., 2026) and balance recovery and collaborative adaptation to address class imbalance and label-space shift across 
decentralized nodes (Yang et al., 2025). The above methods aim to address the problems of uneven domain size and rare 
risk here. Neither study has assessed policy consistency, lineage continuity and accountable evidence in the context of 
aggregation. 

Therefore, this paper proposes a method for federated transfer learning and collaborative security auditing in the 
scenario of enterprise multi-domain data governance. Transfer learning can be applied locally to mitigate the noise 
introduced by domain-specific policy changes in centralized governance or standard federated averaging. At the same time, 
high-recall models for rare risks can be developed using decentralized raw data. The first three main contributions of this 
paper are as follows. First, it constructs a modeling architecture that integrates cross-domain governance for the five 
domains of finance, procurement, logistics, sales and compliance. Second, it builds a risk-suppression aggregation 
mechanism based on audit quality scores, thereby turning security auditing into a training constraint. Third, through two 
years of real-world business anonymization experiments, it verifies the all-around effectiveness and engineering feasibility 
of the proposed method in terms of risk identification accuracy, calibration, audit trail completeness, online latency and 
governance execution. 

As shown in Table 1, the current methods either focus on cross-domain transferability without auditable governance 
mechanisms or concentrate on governance and auditing frameworks but do not address the transfer learning problem for 
heterogeneous, multi-domain features. Based on the above, we propose a joint model for these two kinds of capabilities. 

2. Enterprise Scenarios and Problem Modeling 

2.1. Multi-domain Business Data and Governance Goals 

A large, multi-business group in a specific area has been selected as the research subject for an enterprise data governance 
case study. The company's five business units are Finance, Purchasing, Logistics, Sales and Compliance. Each business 
area has several data sources, such as master data, process events, access logs, work order texts and rule hit records. The 
data collection period is from January 2024 to December 2025. Given that direct aggregation of cross-domain data would 
pose serious compliance and security risks, this paper anonymizes, maps definitions, performs windowed aggregation and 
encodes rules on sensitive fields in each domain and only uploads parameter updates and signed audit evidence. Figure 1 
is the general structure of the method introduced in this paper. 

Decentralization of Data is a form of governance, not merely a storage problem. Finance, procurement, logistics, sales 
and compliance domains maintain their own policy dictionaries, evidence repositories and sensitive event logs, and only 
exchange parameter updates, aggregation weights and signed evidence digests in the collaboration layer. This Design does 
not use a central data lake for high-risk records and supports collaborative adaptation when domains have inconsistent 
sample sizes, feature spaces and risk-label distributions. 

The de-identification process is executed locally before feature construction. Organization, account, order and resource 
IDs, as well as device identifiers, are transformed via salted HMAC-SHA-256 pseudonymization with domain-specific salt 
rotation. Free-text work orders and log messages are processed by entity masking for names, phone numbers, addresses, 
account numbers, and contract numbers. Rare categories are pooled according to a minimum-frequency threshold of 𝑘𝑘 = 
10. Timestamp fields are converted into relative time gaps and time-of-day buckets, and numerical fields are winsorized at 
the 1st and 99th percentiles before robust standardization. Raw identifiers, free-text content, and complete lineage paths 
are not uploaded to the collaboration layer. 
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Table 1. Comparison of recent related studies and positioning of this paper 

Ref. Core idea Transfer 
capability Auditability Applicable data Main limitation 

(Huang et 
al., 2024) 

Survey of FL 
generalization, 
robustness and 

fairness 

Weak Low Multi-domain 
distributed data 

Focuses on 
benchmarking rather than 

governance execution 

(Barbereau 
et al., 
2025) 

Governance 
framework for 

organizational FL 
archetypes 

None Medium 
Cross-

organizational 
collaboration 

Lacks learning-level 
optimization mechanism 

(Li and 
Goel, 
2025) 

AI auditability 
dimensions and 

auditor readiness 
None High AI lifecycle 

records 

Does not solve cross-
domain data 

heterogeneity 

(Xiang et 
al., 2024) 

One-shot federated 
transfer via random 

forests 
Medium Low 

Structured 
heterogeneous 

tables 

Limited support for 
dynamic policy evidence 

(Feng et 
al., 2025) 

Communication-
efficient federated 
domain adaptation 

High Low Shifted source-
target domains 

Audit evidence not 
integrated into 

aggregation 
 

 

Fig. 1. Framework for collaborative data governance involving federated transfer learning and security auditing 

 
From the perspective of governance goals, this paper does not view enterprise data governance as merely a metadata 

inventory or a quality score. Rather, it is an ongoing closed-loop process of "cross-domain risk identification, strategy 
execution, evidence retention, and feedback correction." That is to say, the model should recognize high-risk events, such 
as sensitive access, abnormal exports, master data mismatches and retention period violations, and the governance system 
needs to provide interpretable processing decisions and leave a complete chain of evidence for future audits. 

2.2. Security Audit Constraints and Symbol Definitions 

For reproducibility, lineage and access-log features are encoded by a fixed local pipeline. A lineage edge is defined by 
source-node type, target-node type, operation type, policy tag, upstream rule status, time gap and hash-continuity flag, and 
these edge features are aggregated within a window using count, ratio, last_observed, maximum_depth and entropy 
statistics. An access-log event has attributes such as actor role, resource sensitivity level, action type, device segment, 
approval status, geographic consistency, and time-of-day bucket. Abnormality features include privilege-distance, out-of-
scope access ratio, burst-export z-score, failed-approval ratio, and off-hour frequency. Missing values are mapped to 
reserved tokens, categorical mappings are frozen in signed local metadata, and continuous features are standardized only 
by local-domain statistics. 

For every 30-minute advance of five minutes, sort the local events by time and connect them to the pseudonymous 
subject and resource. Edge count is the number of observed lineage transitions; rule-hit ratio is the proportion of edges with 
the relevant rule tag among all observed edges; maximum depth is the length of the longest verified upstream path, and 
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categorical entropy is calculated based on the observed edge-type frequencies. Access ratios are the number of access 
events in the same window divided by the number of accesses. Burst-export z-score is the ratio of the window's export 
count to the local-domain reference distribution, and off-hour frequency counts events outside the applicable local work 
schedule. An empty denominator returns zero and a missingness flag; unknown categories use the reserved token. Mapping 
and reference statistics are local and set before evaluation. 

Let 𝑑𝑑 ∈ {1, …, 𝑀𝑀} denote a business domain, 𝑘𝑘 denote the sample index, and 𝑥𝑥𝑑𝑑,𝑘𝑘 denote the de-identified window 
sample. The local encoder 𝑓𝑓𝜃𝜃𝑑𝑑(·) transforms multimodal governance features into the representation ℎ𝑑𝑑,𝑘𝑘  =  𝑓𝑓𝜃𝜃𝑑𝑑(𝑥𝑥𝑑𝑑,𝑘𝑘), 
enabling cross-domain knowledge transfer when original records are not shared. The corresponding representation learning 
process is written as: 

( ), ,dd k d kh f xθ=                                                                                 (1) 

In Eq. (1), ℎ𝑑𝑑,𝑘𝑘 represents the local representation of the 𝑘𝑘-th sample in domain 𝑑𝑑. The  𝑥𝑥𝑑𝑑,𝑘𝑘 represents the de-identified 
input sample. 𝑓𝑓𝜃𝜃𝑑𝑑(·)  represents the local encoder, and 𝜃𝜃𝑑𝑑  represents the encoder parameters. This notation is used 
consistently in the following formulas for transfer, aggregation, and risk scoring. 

Given the differences in field structures, event frequencies and tag distributions across business domains, federated 
averaging may introduce bias into the target domain's representation. Therefore, this paper will further use mean alignment 
to align the representations of the source and target domains. 

2
align 2 ,

1

1,
dN

d t d d k
d t kd

h
N

µ µ µ
≠ =

= − =∑ ∑‖ ‖L                                                    (2) 

In Eq. (2), 𝐿𝐿align represents the cross-domain alignment loss, 𝜇𝜇𝑑𝑑 represents the mean representation of business domain 
𝑑𝑑, 𝑁𝑁𝑑𝑑 represents the number of local samples, 𝑡𝑡 represents the target domain, and ‖ · ‖₂ represents the L₂ norm. This term 
suppresses feature-center drift between source and target domains and provides a measurable boundary for deciding 
whether transfer is beneficial. 

3. Collaborative Approach to Federated Transfer Learning and Security Audit 

3.1. Transfer Gating and Local Objective Function 

To avoid negative transfer among the business domains, transfer gating is used to selectively add shared memory. The 
gating strength is the mean of the source and target domains; together, they determine how knowledge transferability 
changes with business similarity. The corresponding calculations are as follows: 

The gating threshold 𝜏𝜏 is selected on a validation set rather than manually fixed. The implementation first computes 
source-target similarity from representation cosine similarity, policy-label overlap, and maximum mean discrepancy, then 
scans 𝜏𝜏 over the validation candidates, including 0.50, 0.62 and 0.75 as reported in Table 6. The selected value is the 
smallest 𝜏𝜏 whose validation Macro-F1 is within 0.3 percentage points of the best result and whose ECE does not increase; 
in the experiments, 𝜏𝜏 =  0.62. If the off-diagonal transfer AUC of a source-target pair is lower than the corresponding 
local-only AUC or the distribution discrepancy exceeds the 90th percentile of all pairs, the gate suppresses the shared-
memory contribution for that pair to avoid negative transfer. 

For each ordered source-target pair, the decision compares the transfer AUC to the target local-only AUC on the same 
validation set. If the transfer is poor, then the source memory will not be used for that target; otherwise, a discrepancy rule 
will be applied to these pairs with very different feature distributions. The two choices are not combined with a single 
global threshold set by Macro-F1 and ECE; therefore, a good overall score may still indicate a bad transfer direction. 

𝑔𝑔𝑑𝑑 = 𝜎𝜎�𝑊𝑊𝑔𝑔[𝜇𝜇𝑑𝑑‖𝜇𝜇𝑡𝑡] + 𝑏𝑏𝑔𝑔�,  𝑧𝑧𝑑𝑑,𝑘𝑘 = 𝑔𝑔𝑑𝑑 ⊙ ℎ𝑑𝑑,𝑘𝑘 + (1 − 𝑔𝑔𝑑𝑑) ⊙𝑚𝑚                                  (3) 

In Eq. (3), 𝑔𝑔𝑑𝑑  represents the migration gating vector of domain 𝑑𝑑 , 𝑊𝑊𝑔𝑔  represents the gating parameter matrix, 𝑏𝑏𝑔𝑔 
represents the bias term, 𝜇𝜇𝑑𝑑  and 𝜇𝜇𝑡𝑡  represent the source and target domain means, 𝑚𝑚 represents the shared migration 
memory, and 𝑧𝑧𝑑𝑑,𝑘𝑘 represents the gated representation after selective memory injection. 

Based on the above, this paper combines classification loss, cross-domain alignment loss, and a parameter stability term 
to form the objective for local training, thereby balancing the trade-off between task accuracy and transfer stability. 

2
cls 1 align 2 2d d gλ λ θ θ= + + −‖ ‖L L L                                                          (4) 

In Eq. (4), 𝐿𝐿𝑑𝑑  denotes the local total loss in domain 𝑑𝑑 , 𝐿𝐿cls  denotes the classification loss for governance risk 
identification, 𝜆𝜆1  and 𝜆𝜆2  are trade-off coefficients, 𝜃𝜃𝑔𝑔  denotes the global model parameters, and ‖𝜃𝜃𝑑𝑑  −  𝜃𝜃𝑔𝑔‖2

2  is the 
parameter stability term. The stability term limits extreme local updates and improves convergence under heterogeneous 
domains. 
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Compared with random-forest one-shot federated transfer (Xiang et al., 2024), fuzzy transfer under domain/category 
shifts (Li et al., 2024), and communication-efficient FedRF-TCA (Feng et al., 2025), this method changes inter-domain 
migration from a fixed map to a gated adaptive control and further introduces audit quality into global aggregation. 
Therefore, the transfer strength is jointly determined by feature similarity, policy compatibility and audit reliability and not 
solely by representation distance. 

3.2. Audit Quality Modeling and Risk Suppression Aggregation 

Enterprise data governance cannot obtain "accurate" model results and cannot answer audit questions such as "why it is 
credible, who triggered it, and whether it is within the scope of the system" (Mai et al., 2025). Therefore, the four indices 
of audit quality used in this paper are evidence integrity, strategy consistency, lineage continuity and traceability of the 
responsible party. Fig. 2 is the connection path of training, audit and governance. 

 

Fig. 2. Linkage process of local training, audit documentation and governance implementation 

 
The Audit Quality Scores are as follows: 

1 2 3 4d d d d dq c p l uω ω ω ω= + + +                                                             (5) 

In Eq. (5), 𝑞𝑞𝑑𝑑 denotes the audit quality score for domain 𝑑𝑑. The terms 𝑐𝑐𝑑𝑑, 𝑝𝑝𝑑𝑑, 𝑙𝑙𝑑𝑑, and 𝑢𝑢𝑑𝑑 measure evidence completeness, 
policy consistency, lineage continuity, and responsible-party traceability, respectively. The coefficients 𝜔𝜔1 –𝜔𝜔4  are 
nonnegative and sum to 1. Each component is normalized to [0, 1] before weighted aggregation. 

The four dimensions are calculated as follows. Evidence completeness 𝑐𝑐𝑑𝑑 equals the ratio of available evidence fields 
to required fields, where the required fields include subject, time, operation, object, policy version, lineage node, and digest 
hash. Policy consistency 𝑝𝑝𝑑𝑑 equals one minus the ratio of conflicting rule hits to all rule hits in the current window. Lineage 
continuity 𝑙𝑙𝑑𝑑 equals the ratio of verified upstream/downstream lineage edges to expected lineage edges. Responsible-party 
traceability 𝑢𝑢𝑑𝑑 equals the ratio of risk events that can be linked to an accountable role, approval chain, or system account. 
The default weight vector is 𝜔𝜔 =  (0.30, 0.25, 0.25, 0.20), and sensitivity analysis is reported in Section 4.3. 

All audit components are calculated based on the same local window before aggregation. The required-field set defines 
the denominator for evidence completeness, including fields where the value is missing; a window with no rule hit is 
assigned zero conflicts and a missing-rule indicator, rather than being treated as proof of policy consistency. An expected 
lineage edge is only verified if its recorded digest and predecessor linkage match. A responsible role is counted only when 
an event can be associated with a recorded actor or an approval chain. The above rules differentiate between missing 
evidence and a verified absence of violations, thus avoiding an artificially high audit score for a sparse log. 

Given that high-risk or low-quality audit domains should not be given too much weight in the global update, this paper 
incorporates audit quality and risk-mitigation factors into the aggregation coefficient. 
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In Eq. (6), 𝑊𝑊𝑊𝑑𝑑 represents the normalized aggregation weight of domain 𝑑𝑑, 𝑁𝑁𝑑𝑑 represents the number of samples in 
domain 𝑑𝑑, 𝛽𝛽 represents the risk-suppression strength, 𝑟𝑟𝑑𝑑 represents the audit risk of domain 𝑑𝑑, 𝑞𝑞𝑑𝑑 represents audit quality, 
and 𝑀𝑀 represents the number of domains participating in aggregation. A larger 𝛽𝛽 reduces the influence of domains with 
higher audit risk, while 𝑞𝑞𝑑𝑑 prevents low-evidence updates from dominating the global model. 

Thus, the global model update can be expressed as: 

( 1) ( 1)

1

M
t t

g d d
d

wθ θ+ +

=

=∑                                                                           (7) 

In Eq. (7), 𝜃𝜃𝑔𝑔(𝑡𝑡+1) represents the global parameters after communication round 𝑡𝑡 +  1, 𝜃𝜃𝑑𝑑
(𝑡𝑡+1) represents the local update 

result of domain 𝑑𝑑, and 𝑊𝑊𝑊𝑑𝑑 represents the aggregation weight related to data volume, audit quality, and risk exposure. 

Compared with blockchain-only or chained-log approaches that provide post-hoc traceability (Zhang et al., 2024a; 
Zhang et al., 2024b), model-integrity studies require that the training process itself be verifiable. Therefore, the aggregation 
scheme changes auditability from an ex-post reporting requirement to a training-time constraint by adjusting update weights 
based on the completeness and risk of evidence. 

3.3. Risk Scoring and Closed-Loop Governance Actions 

Obtain the global model and then, based on the trigger strength and the extent of audit anomalies, generate a final 
governance risk score to distribute actions such as freezing, isolation, review and rollback. The final risk score is given by 
this paper. 

, 1 , 2 , 3 ,ˆd k d k d k d kR y v aη η η= + +                                                                (8) 

In Eq. (8), 𝑅𝑅𝑑𝑑,𝑘𝑘  represents the final risk score of sample 𝑘𝑘  in business domain 𝑑𝑑 , ŷ𝑑𝑑,𝑘𝑘  represents the model risk 
probability, 𝑣𝑣𝑑𝑑,𝑘𝑘 represents rule-trigger strength, 𝑎𝑎𝑑𝑑,𝑘𝑘 represents audit anomaly degree, and 𝜂𝜂1 to 𝜂𝜂3 are fusion coefficients. 
The coefficients are estimated on the validation set under the constraint 𝜂𝜂1  +  𝜂𝜂2  +  𝜂𝜂3  =  1. 

When 𝑅𝑅𝑑𝑑,𝑘𝑘 exceeds the high-risk threshold, the system issues isolation and manual-review signals. Samples in the 
medium-risk zone are placed in an escalation queue and monitored for subsequent promotion to the high-risk category. 
Low-risk samples remain within the tracking range for continuous observation. Table 2 shows the relationship between 
core governance rules and audit mapping. 

Table 2. Mapping of governance rules, audit granularity and actions 

Rule type Trigger signal Audit granularity Governance action Risk weight 
Master-data 
mismatch 

inconsistent key-value 
mapping across domains 

field + process 
node 

freeze synchronization 
and request correction 0.18 

Cross-domain 
access overflow 

privilege used outside 
approved scope 

account + resource 
+ time window 

temporary token 
revocation 0.24 

Sensitive export 
burst 

abnormal download volume 
or destination drift 

actor + channel + 
file group quarantine and review 0.27 

Late retention 
purge 

expired data still retained after 
policy deadline 

table + retention 
policy 

rollback and mandatory 
clean-up 0.15 

Privilege 
escalation chain 

multi-step elevation followed 
by risky action 

actor chain + 
workflow evidence 

full escalation to 
compliance team 0.16 

 

As shown in Table 2, the governance measures set forth in this paper are not merely alarms. Map rule triggers, audit 
evidence and policy handling to a one-to-one correspondence, thus providing an actionable interface for the results of risk 
identification. 

Rule-action mapping is in line with the data-governance study that has identified the necessary mechanisms of 
stewardship, decision rights, accountability, lifecycle control and data-quality assurance (Bernardo et al., 2024; Abraham 
et al., 2019; Khatri and Brown, 2010; Alhassan et al., 2018) and also meets the requirements of AI audits for transparent 
evidence chains and responsibility allocation (Li and Goel, 2025; Kokina et al., 2025; Papagiannidis et al., 2025). Thus, 
the governance rules are not independent business heuristics but operationalized controls for auditable data governance. 

4. Experimental Design and Results Analysis 

4.1. Experimental Data, Comparison Methods and Evaluation Indicators 
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The experimental data is based on real-world business cases, and deduplicated business data from January 2024 to 
December 2025 has been obtained. To avoid directly using organization names, system numbers and other critical business 
rules, only the hierarchical structure information of the business domains is kept in this paper. All the samples were built 
using a 30-minute sliding window and a 5-minute step size; robust standardization was applied to the continuous variables, 
and dictionary mapping and category pruning were employed for discrete fields. Extract rules to obtain structured 
governance features from the log and work order text. Table 3 shows the distribution of the five business domains. 

Table 3. Composition and risk distribution of multi-service domain experimental data 

Domain Time span Sample windows Feature groups Positive rate Sensitive fields 
Finance 2024.01-2025.12 126,400 84 2.8% 14 

Procurement 2024.01-2025.12 98,700 79 3.4% 11 

Logistics 2024.01-2025.12 214,500 91 4.1% 9 

Sales 2024.01-2025.12 187,200 88 3.1% 12 

Compliance 2024.01-2025.12 64,900 76 6.3% 16 

 

The comparison methods are Local-only, FedAvg, FedProx, RF-TCA-style federated transfer ( Xiang et al., 2024), 
FGTL graph transfer learning (Mai et al., 2025), and the method proposed in this paper. The selected evaluation indicators 
are AUC, Macro-F1, Recall, Expected Calibration Error (ECE) and Audit Completeness. Audit Completeness refers to the 
proportion of samples that have full evidence of subjects, times, policies, lineages and digest hashes. 

Run all experiments five times with different random seeds. Table 4 shows the mean of each method, and the available 
run-to-run standard deviations for the proposed method are also provided along with its results. Paired tests with FGTL use 
the five seed-matched observations for each metric. The governance indicators are based on the same test period and thus 
have the same denominator. 

4.2. Overall Performance Comparison and Cross-Domain Migration Effect 

Table 4 presents the overall results for the different methods on the five-domain joint test set. As shown in Figure 1, local-
only methods can achieve reasonable results within a single domain, but their AUC and Recall are relatively low because 
they cannot leverage cross-domain knowledge. FedAvg and FedProx show some improvement after sharing statistical 
information, but lack explicit transfer mechanisms and are thus more sensitive to cross-domain distribution shifts. RF-TCA 
and FGTL are used to enhance the two methods above. On the other hand, our proposed method achieves an AUC, Macro-
F1 and Recall of 0.957, 0.912 and 0.926, respectively and reduces ECE to 0.021. Thus, the model is not only more accurate 
but also more stable. 

Fig. 3 shows the AUC matrix of ordered source-target domain pairs. The diagonal elements are the performances in the 
corresponding domains; the off-diagonal elements are the transfers to other domains. Transfers from compliance to finance 
and procurement are relatively advantageous, and logistics and sales have shown positive transfers in both directions. 
Therefore, policy compatibility, process relevance and audit standards will determine whether a particular source 
representation can be incorporated into a given target model. 

Over the five runs, the proposed method achieved AUC 0.957 ± 0.003, Macro-F1 0.912 ± 0.004, Recall 0.926 ± 0.005, 
ECE 0.021 ± 0.002 and audit completeness 0.987 ± 0.003 (mean ± standard deviation). The reported paired t-test p-values 
for FGTL are 0.006, 0.008, 0.004 and 0.003 for AUC, Macro-F1, Recall and audit completeness, respectively. These 
comparisons cover five pairs of seeds and do not replace the reporting of run-level variability for all baselines. 

Table 4. Comparison of the general results of different methods on the joint test set 

Method AUC Macro-F1 Recall ECE Audit completeness 

Local-only 0.861 0.781 0.744 0.071 0.812 

FedAvg 0.894 0.825 0.801 0.058 0.845 

FedProx 0.907 0.838 0.816 0.051 0.853 
RF-TCA FTL ( Xiang 

et al., 2024) 0.923 0.867 0.851 0.039 0.861 

FGTL (Mai et al., 
2025) 0.936 0.889 0.878 0.033 0.905 

Proposed 0.957 ± 0.003 0.912 ± 0.004 0.926 ± 0.005 0.021 ± 0.002 0.987 ± 0.003 
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The uncertainty values in the proposed-method row are standard deviations over five runs, and the other rows contain 
only the reported means. Baseline run-level dispersions are not available in the aggregated results presented here, so their 
variability cannot be inferred from these means or the paired-test p-values. 

 

Fig. 3. AUC matrix of cross-domain migration among the five business domains 

 
A negative-transfer boundary test was performed by resampling positive windows to class-imbalance ratios of 1:20, 

1:50, and 1:100. Under a 1:50 imbalance, the new method achieved an AUC of 0.943 and a recall of 0.887. FGTL was 
0.914/0.823. Under a 1:100 imbalance, it maintains an AUC of 0.931 and a recall of 0.842, compared with 0.902 and 0.781 
for FGTL. The negative-transfer rate is defined as the proportion of source-target pairs for which the transfer AUC is lower 
than the target-domain local-only AUC. It is 18.0% without a gate and 4.0% with the proposed gate. 

The 1:20, 1:50 and 1:100 settings probe progressively rarer positive events. Based on the above 1:50 and 1:100 
comparisons, recall decreases as the proportion of the positive class increases, even though gated transfer remains superior 
to FGTL. The negative-transfer rate is calculated for each ordered source-target pair based on the local-only result at that 
target. Thus, these pairwise measures are not the same as the total AUC over the pooled test set. 

4.3. Ablation Experiment and Convergence Characteristic Analysis 

To determine whether the five modules are independent, this paper introduces five variations: without the transfer gate, 
without the audit weight, without the rule penalty, without the lineage feature, and without the audit constraint. Table 5 
shows that the complete model has the best AUC and Macro-F1. Removing the entire audit constraint results in the largest 
audit loss. Thus, auditability should be viewed as a training constraint rather than just an output-reporting function. Without 
a transfer gate, classification accuracy is relatively low. Therefore, to mitigate the negative impact of domain shift in 
heterogeneous environments, only selected cross-domain features need to be injected. 

The no-audit-constraint variant simultaneously excludes audit-quality weighting and audit-risk suppression from the 
aggregation rule, rather than disabling only one audit module. Its AUC drops from 0.957 to 0.939, and the audit loss 
increases from 0.041 to 0.112. The separate no-audit-weighting and no-rule-penalty variants in Table 5 identify these 
contributions. In the threshold and suppression sweeps of Table 6, the retained setting is evaluated based on both 
discrimination and audit loss; therefore, increasing either metric alone is not sufficient to select a parameter. 

Table 6 reports key-parameter sensitivity for the transfer threshold 𝜏𝜏 and risk-suppression strength 𝛽𝛽. A lower 𝜏𝜏 admits 
more source-domain memory and increases negative-transfer risk, whereas a higher 𝜏𝜏  blocks useful cross-domain 
knowledge. A larger 𝛽𝛽 improves audit loss but increases latency because more updated weights need to be re-normalized 
after risk suppression. The selected 𝜏𝜏 =  0.62 and 𝛽𝛽 =  0.70 provide the best balance among AUC, recall, calibration, 
audit loss, and latency. 

Fig. 4 is the convergence curve of the communication rounds. The stable-transfer period begins after about round 45. 
FedAvg and FedProx improve in the early rounds by sharing statistical information, but their macro-average scores remain 
lower than those of the proposed method because they do not distinguish between helpful and risky transfer. Adding audit 
quality to the aggregation weight does not cause convergence instability. Rather, it reduces low-evidence and high-risk 
updates, thereby improving both the stability and interpretability of the whole model. 
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Table 5. Comparison of ablation results and system overhead for different modules 

Variant AUC Macro-F1 Latency (ms) Comm. cost Audit loss 

w/o transfer gate 0.934 0.886 147 1.00× 0.086 

w/o audit weighting 0.941 0.894 141 0.98× 0.074 

w/o rule penalty 0.946 0.901 143 1.01× 0.067 

w/o lineage features 0.949 0.905 145 1.03× 0.059 

w/o audit constraint 0.939 0.891 139 0.97x 0.112 

Full model 0.957 0.912 149 1.05× 0.041 
 

Table 6. Parameter sensitivity of transfer threshold and audit risk-suppression strength 

Test condition Value AUC Recall Latency (ms) Audit loss 

𝜏𝜏 sweep 0.50 0.951 0.914 146 0.049 

𝜏𝜏 sweep 0.62 0.957 0.926 149 0.041 

𝜏𝜏 sweep 0.75 0.949 0.907 148 0.044 

𝛽𝛽 sweep 0.30 0.953 0.917 145 0.053 

𝛽𝛽 sweep 0.70 0.957 0.926 149 0.041 

𝛽𝛽 sweep 1.20 0.954 0.921 154 0.039 
 

 

Fig. 4. Convergence process of different methods and changes in audit completeness 

 
4.4. Governance Implementation Effectiveness and Audit Trail Quality 

The domain-edge node in the online deployment test had an 8-core CPU, 16 GB of memory and a 1 Gbps internal network. 
Each local batch contained 1,024 window samples and uploaded only parameter deltas and signed evidence digests during 
the communication round. Table 7 shows resource utilization in all deployment modes. The calculation of the audit weight 
adds 6-8ms of latency in the tested environment due to evidence-digest verification and risk-weight normalization, but the 
end-to-end latency remains below the enterprise governance platform's 200ms service limit. 

Table 6 shows the latency effect of the risk-suppression parameter at different values: 0.30, 0.70 and 1.20 correspond 
to latencies of 145, 149 and 154ms, respectively. At 0.70, the corresponding AUC is 0.957, and the audit loss is 0.041. 
Table 7 separately lists the performance of a domain edge CPU (149ms, 1.8 GB memory, 43% CPU load), digest caching 
(141ms, 1.9 GB memory, 41% CPU load), and a low-resource edge (176ms, 1.3 GB memory, 61% CPU load). The cached 
configuration uses more memory to reduce response time; the low-resource configuration uses less memory and incurs a 
higher CPU load. 
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The company will also consider whether the governance system can reduce or prevent omissions and violations. Fig. 5 
shows how the system's governance efficiency changed from Q1 2024 to Q4 2025. Due to continuous tightening of policy 
definitions and model updates in many places, the missed violation rate has dropped from 10.4% initially to 3.4% now; the 
backlog rate of the upgrade queue has fallen from 18.2% initially to 5.9% now; and the completeness of the audit trail has 
improved from 0.881 originally to 0.987 currently. The simultaneous improvement of the three indicators shows that the 
method proposed in this paper does not enhance the identification model at a single point but improves the efficiency of 
the entire governance closed loop of "identification-implementation-monitoring-feedback". 

Table 7. Edge-end resource consumption under different deployment configurations 

Deployment mode Latency (ms) Memory (GB) CPU load Upload/round Throughput 

Central simulation 132 2.4 38% 3.1 MB 7,760/s 

Domain edge CPU 149 1.8 43% 2.6 MB 6,870/s 

Edge + digest cache 141 1.9 41% 2.6 MB 7,120/s 

Low-resource edge 176 1.3 61% 2.6 MB 5,430/s 
 

An additional case study has found that the three frequent high-risk scenarios are: master data mismatches between the 
finance and compliance departments, abnormal exports by the sales department, and cross-domain permission violations. 
The old, federated model can provide a probability of risk, but cannot explain why a trigger occurs or which factors are 
responsible. The way shown in this paper can trace back to the specific responsible party, the rule that was triggered, 
upstream and downstream lineage nodes, and parameter update summaries, and has resulted in an average reduction of 
17.6% in manual review time and a 12.8% decrease in the false trigger rate of governance actions. 

 

Fig. 5. Changes in the rate of missed detections, backlog rate and audit trail completeness 

 
4.5. Public Log Benchmark and Limits of Audit-Proxy Evaluation 

HDFS_v1 from Loghub (Zhu et al., 2023) was used for an independent public-log benchmark. The original log has 
11,175,629 event lines, and among the 575,061 labeled blocks in the block-level event-occurrence matrix, 16,838 have 
been marked as 'Fail'. The result of this benchmark is a block failure, not enterprise policy non-compliance. To restore the 
order of time, each block was given the timestamp of its first appearance in the original log. A fixed SHA-256 rule selected 
about a quarter of the blocks and distributed them to five simulated clients via a separate hash. Chronological training, 
validation and test partitions contain 86,298, 28,636 and 28,825 blocks, respectively, with 2,821, 979 and 399 failures. A 
block occurs in only one partition and one client. 

The 29 published event counts were transformed into log(1 + count)/4 and then provided as input to a 30-parameter 
linear risk head. Local-only, FedAvg and FedProx were also tested with a limited audit-weight proxy. All methods used 
ten communication rounds when available, four local minibatch steps per round, a batch size of 1,024, a learning rate of 
0.045, and the same positive-class weight of five. FedProx had a proximal coefficient of 0.10. Model selection, including 
classification thresholds and the gate decision, was based solely on validation blocks; the test set remained unchanged for 
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seeds 11, 23, 37, 51 and 79. The reported standard deviations are over these five stochastic runs on one fixed split, not 
across independently sampled enterprises. 

The public log does not have an enterprise approval chain, policy version or verifiable responsible-party mapping. For 
a controlled missing-evidence test, individual event-count fields were masked at fixed client rates of 0%, 8%, 16%, 24% 
and 32%. The retained event-count fraction from the training block was used as a telemetry-coverage proxy for audit quality, 
and the training failure rate served as a risk proxy. Aggregation weights were proportional to the number of clients' samples 
times coverage and exp(-0.70 × failure rate). For the gated variant, a shared update was combined with local refinement 
only if the validation AUC did not drop below the local alternative and the feature-mean cosine was greater than 0.62. This 
is a deliberately limited operating analog of the proposed mechanism, and its coverage measure is not the audit 
completeness reported for the enterprise case. 

Table 8 does not show an external accuracy advantage for the audit-weight proxy. It has an AUC of 0.769, which is 
lower than FedAvg's 0.776. Its PR-AUC is 0.332, lower than FedAvg's 0.433. Seed-paired t-tests on this fixed split yield 
p = 7.2e-06 for AUC and p = 7.4e-06 for PR-AUC; the p-values quantify run-to-run differences under the chosen 
implementation and cannot establish generalization to organizations. ECE remains greater than 0.30 across all listed 
methods, indicating poor calibration. The local-only system has the highest pooled PR-AUC among these, and the pooled 
rankings may also differ due to differing client score scales. 

Table 8. Five-seed HDFS_v1 test results for the restricted public-log benchmark (mean ± standard deviation) 

Method AUC PR-AUC Macro-F1 Recall ECE 

Local-only 0.770 ± 0.0010 0.476 ± 0.0116 0.755 ± 0.0307 0.402 ± 0.0729 0.322 ± 0.0005 

FedAvg 0.776 ± 0.0003 0.433 ± 0.0000 0.735 ± 0.0000 0.358 ± 0.0000 0.323 ± 0.0005 

FedProx 0.776 ± 0.0003 0.433 ± 0.0000 0.735 ± 0.0000 0.358 ± 0.0000 0.323 ± 0.0005 
Audit-
weight 
proxy 

0.769 ± 0.0004 0.332 ± 0.0075 0.708 ± 0.0080 0.629 ± 0.0000 0.303 ± 0.0009 

No gate 0.776 ± 0.0003 0.433 ± 0.0000 0.735 ± 0.0002 0.358 ± 0.0000 0.323 ± 0.0005 
 

Table 9. Proxy-mechanism ablations on HDFS_v1 (five-seed mean ± standard deviation) 

Variant AUC PR-AUC Macro-F1 Recall ECE 
Audit-weight 

proxy 0.769 ± 0.0004 0.332 ± 0.0075 0.708 ± 0.0080 0.629 ± 
0.0000 0.303 ± 0.0009 

No gate 0.776 ± 0.0003 0.433 ± 0.0000 0.735 ± 0.0002 0.358 ± 
0.0000 0.323 ± 0.0005 

No audit quality 
proxy 0.769 ± 0.0004 0.332 ± 0.0077 0.709 ± 0.0091 0.628 ± 

0.0022 0.303 ± 0.0009 

No risk 
suppression 0.769 ± 0.0004 0.332 ± 0.0076 0.708 ± 0.0080 0.629 ± 

0.0000 0.303 ± 0.0009 

No audit proxies 0.769 ± 0.0004 0.332 ± 0.0077 0.709 ± 0.0091 0.628 ± 
0.0022 0.303 ± 0.0009 

 

As shown in Table 9, the proxy ablations do not provide evidence that the excluded telemetry coverage or risk factors 
consistently enhance anomaly detection. In particular, the no-gate variant achieves the same rounded AUC as FedAvg. The 
no-audit-quality variant is almost indistinguishable from removing both proxies. Based on the above results, the public 
benchmark can only be used for an implementation stress test and should not be regarded as a verification of complete 
audit trails. RF-TCA-style random-forest transfer and FGTL graph transfer were not reimplemented. Thus, there is no 
original transfer implementation or verified cross-domain graph required for a like-for-like comparison. Neither method 
has been replaced by the other. 

Only the training partition was resampled in Table 10; the validation and test blocks, as well as the five random seeds, 
were kept fixed. At all three ratios, the proxy method had a lower mean AUC than FedAvg, but PR-AUC and recall did 
not consistently follow this order. Therefore, the extreme-ratio comparison identifies sensitivity to training prevalence 
rather than a general improvement in rare-risk detection. Since the dataset is a system log with simulated clients and masked 
features, these numbers cannot be directly compared with the earlier five-business-domain results or the 149 ms enterprise 
edge deployment figure. Reproduction files contain the specific block-split procedure, hyperparameters and per-run 
measurements. 

5. Conclusion 

This paper puts forward a cooperative approach of federated transfer learning and security auditing for multi-business 
domain data governance scenarios in enterprises and draws the following conclusions: This paper establishes a closed-loop 
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system for cross-domain migration modeling, audit quality quantification and governance action execution and shifts 
security auditing from a post-deployment inspection to constraints in the training phase. The design can help to solve the 
problem of "learning without auditing, auditing without migrating" in the old model of central government administration. 

Table 10. Training-only class-ratio sensitivity with unchanged HDFS_v1 validation and test sets 

Train ratio Method AUC PR-AUC Recall Train blocks 

1:20 FedAvg 0.775 ± 0.0005 0.434 ± 0.0001 0.647 ± 0.0000 59241 

1:20 Audit-weight 
proxy 0.767 ± 0.0017 0.405 ± 0.0332 0.595 ± 0.0762 59241 

1:50 FedAvg 0.776 ± 0.0002 0.431 ± 0.0001 0.629 ± 0.0000 85145 

1:50 Audit-weight 
proxy 0.766 ± 0.0044 0.382 ± 0.0875 0.634 ± 0.0031 85145 

1:100 FedAvg 0.774 ± 0.0002 0.385 ± 0.0001 0.634 ± 0.0027 84310 

1:100 Audit-weight 
proxy 0.764 ± 0.0031 0.474 ± 0.0673 0.610 ± 0.0494 84310 

 

The best method in this paper achieves an AUC of 0.957, a Macro-F1 score of 0.912, and a Recall of 0.926 on the joint 
test set. It is 2.1, 2.3, and 4.8 percentage points higher than those of the best comparative method, respectively. At the same 
time, the ECE is as low as 0.021, indicating that this method also achieves good classification accuracy and probability 
calibration performance in a complex, heterogeneous enterprise environment. 

In terms of audit and governance effectiveness, the audit trace completeness of the complete model reached 0.987. The 
quarterly violation omission rate dropped from 10.4% to 3.4%, and the upgrade queue backlog rate fell from 18.2% to 
5.9%. Therefore, by adding completeness of evidence, strategy consistency and lineage continuity to the aggregation 
weights, the credibility of the governance chain can be strengthened, and the speed of execution improved. 

From an engineering perspective, the communication overhead of the complete model is 1.05 times that of the baseline 
model, and the average batch latency is 149ms. The additional cost is within the acceptable range for enterprise online 
governance systems. Future research can be extended in three targeted directions. First, cross-organizational federated 
collaboration should support heterogeneous legal bases, inconsistent data-steward roles, and negotiable audit evidence 
schemas. Second, large-model data governance can incorporate prompt records, retrieval evidence, tool-call lineage, 
model-output provenance, and policy-alignment traces into the same audit-quality scoring framework. Third, long-time 
data drift should be handled through continuous drift detectors, temporal calibration, periodic re-weighting of 𝛽𝛽 and 𝜏𝜏and 
replay-safe audit sampling so that governance decisions remain stable amid changing business processes and policy 
definitions. In the additional public-log experiment, the audit-weight proxy did not outperform FedAvg in AUC or 
PR-AUC. Its simulated clients and missing-field proxies cannot achieve the desired enterprise audit and deployment 
results; therefore, independent policy evidence and resource-matched trials are still required. 
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